
The General Data Protection 
Regulation, or GDPR, is a new digital 
privacy law aimed at ensuring the 
protection of personal data for mobile 
citizens across the European Union. 
The GDPR defines “personal data” as 
any data that could identify an 
individual. Personal data includes 
digital data such as usernames, 
passwords, app usage, and more. 
Appdome helps organizations meet 
the requirements of the GDPR by 
protecting data, addressing privacy by 
design and minimizing the data 
collected by your apps.

WHY IS GDPR IMPORTANT?
GDPR takes effect on May 25, 2018. It requires that mobile 
apps include data protections, privacy by design, and data 
minimization technologies, all key concepts in the new law. 
GDPR also imposes mandatory notifications and strict 
penalties for any data breach.

Compliance with GDPR is not a one-time event. 
Organizations and the mobile apps they provide must be 
continuously compliant. Because of GDPR’s emphasis on 
“data controllers,” the new law applies equally to mobile app 
developers, who provide apps to the public, and to mobile app 
providers such as enterprise or government organizations 
making internally developed or 3rd-party apps available to 
their mobile end users. Whoever receives mobile end-user 
data is subject to the new law. 
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DATA PROTECTION
Mobile apps and mobile app users generate data on 
mobile apps. GDPR requires encryption of data 
produced or contained in mobile apps. Appdome 
delivers a number of options to help ensure data 
protection for mobile data.

 Appdome Security Suite 
 The simplest and easiest way to add data 

protection is by adding features from the 
Appdome Security Suite to your apps. Appdome’s 
Security Suite provides a range of data protection 
and privacy features including data at rest 
encryption, jailbreak and rooting prevention, 
Man-in-the-Middle (MiTM), blur app-screen and 
PIN code (including TouchID). Organizations can 
add Appdome Security Suite in seconds, without 
code or coding in one of two modes. The first 
mode is “always-on,” providing continuous 
protection for users. The other is in a managed 
security mode via AppConfig, allowing Appdome 
security features to be managed by a Mobile 
Device Management (MDM) system. 

 Appdome for EMM
 Appdome customers with licenses to an 

Enterprise Mobility Management (EMM) system 
can add full EMM features to their apps. They can 
leverage the data protections, VPN capabilities 
and remote management of app data provided by 
EMMs like BlackBerry, AirWatch, IBM MaaS360, 
Microsoft Intune and MobileIron. In addition, by 
using the Appdome Mobility Suite, Appdome 
users can help ensure compliance with GDPR’s 
minimal data collection requirements by disabling 
mobile app access to personal contacts and 
personal calendars, which is often an embedded 
feature of 3rd-party apps. 

 BOOST-EMM™ by Appdome
 With Appdome’s BOOST-EMM™ service, customers 

can establish direct connections to secure email and 
secure browsing clients provided by EMM vendors 
and extend data protection to user activities inside 
the app. This allows apps to function as if secure 
browsers and secure mail clients were built-in as part 
of the native app itself. 

 Appdome for Authentication Services
 Appdome allows users to add all manner of 

authentication services to apps. From open 
Single-Sign-On (SSO) standards like ADFS, OAUTH 
and Kerberos (including KCD) to 2FA and MFA 
solutions from specific vendors like Gemalto or 
Entrust, Appdome offers instant integration options 
for mobile authentication services, increasing the 
protection provided to mobile end users. Adding SSO 
can also help satisfy the data portability 
requirements imposed by the GDPR. Like all other 
Appdome services, mobile authentication services 
can be added to apps without source code or coding, 
and in seconds. 

PRIVACY BY DESIGN
Privacy by design is one of the most critical components 
of GDPR. Privacy by design means that organizations 
and developers must “implement appropriate technical 
measures” that ensure data protection and “integrate 
the necessary safeguards” to protect the privacy of 
users of your mobile apps. It’s a broad requirement that 
applies to all apps and all services implemented in apps. 

Typically, app developers can control the code that they 
write but have no control over the SDKs and APIs 
embedded in apps. Developers also use strings and 
preferences to store critical data subject to GDPR. 
Ensuring privacy by design is one of the toughest parts 
of GDPR because it means that all elements of the app 
need to be protected.

Privacy by design is one of the strongest value 
propositions of Appdome. To help ensure privacy by 
design in your mobile apps, Appdome offers its 
groundbreaking ONEShield™ service. ONEShield is the 
most comprehensive and easiest-to-implement total app 
protection solution on the market today. 

ONEShield provides developers, as well as enterprises 
and government organizations who make apps available 
to their employees, the ability to protect the code of the 
app itself – including the SDKs and APIs embedded in the 
app – without rewriting the app or having to change to 
source code in any way. This saves organizations money 
and time, while helping to minimize the risk of violations. 

Legacy and new mobile apps can enjoy a wide range of 
features including anti-tampering, anti-debugging, 
anti-reversing, code obfuscation and encryption for 
strings and preferences (often where personal, network 
and service information is stored) instantly. With 
ONEShield, Appdome users can obfuscate 
implementations only or, optionally, apply Appdome’s 
TOTALCode™ obfuscation to the entire app binary. 
ONEShield is available with any implementation 
completed on Appdome, no matter what service the user 
chooses. This offering helps ensure that all 
implementations completed on Appdome are private by 
design from day one. 

MINIMAL COLLECTION OF DATA
Appdome was designed from the ground up to minimize 
the collection of data from or about mobile users. First, 
Appdome is not a network or a hub. We do not sit in the 
data flow between the app and the service integrated to 
it. We also don’t proxy or pass app traffic through 
Appdome. Simply put, Appdome does not impose a gap in 
your GDPR compliance initiative. 

To learn more about how Appdome can help make your 
apps GDPR compliant, visit www.appdome.com.
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About Appdome
The Appdome platform enables the rapid integration of multiple third-party functions to apps, shortening the deployment cycle and connecting mobile 
apps to other services on demand. The codeless service operates as a mobile integration workflow in the cloud and allows users to perform 
integration projects on the final application package. No source code or development expertise is required. Likewise, no modifications to an app or an 
SDK are required to complete integration projects on the Appdome platform. The solution is currently used by the world’s leading financial, 
healthcare and e-commerce companies to support productivity, compliance, and security for consumers and employees. For more information, visit 
www.appdome.com.
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