
WHAT IS FIPS 140-2?

The Federal Information Processing Standard Publication 
140-2, is a U.S. government computer security standard 
administered by the National Institute of Standards and 
Technology (NIST) which specifies the stringent security 
requirements and methodologies that must be satisfied in 
cryptographic modules and other technologies or applications 
used to store, handle or transmit important or sensitive 
information. The standard is updated periodically by NIST and 
the latest version can be found here. 

WHY IS FIPS 140-2 IMPORTANT IN MOBILE?

Mobile has become a widespread and mission critical 
technology heavily used across all branches of the US 
Government – for civilian and military use. Mobile apps are used 
by government employees, military personnel, service providers, 
contractors, suppliers, and many more. They use apps to 
command fleets, deliver missions, manage supply chains, 
transmit location and GPS/GIS information, study weather 
patterns, manage careers, deliver data to first responders and 
more. It goes without saying that data protection is of 
paramount importance.  FIPS 140-2 is considered the 
benchmark for security, the most important standard of the 
government market, and critical for government agencies, and 
the contractors and vendors who work with them. It assures 
that a specific technology has passed rigorous testing by an 
accredited lab, that the test results have been validated, and 
that the product can be used to secure sensitive information.

All products sold into U.S. federal agencies are required to 
demonstrate FIPS 140-2 validation and/or compliance if they 
use cryptography in security systems that process Sensitive But 
Unclassified (SBU) information.

For mobile apps, the FIPS 140-2 guidelines specify the minimally 
acceptable security requirements for critical security 
parameters (CSP) including cryptographic modules, libraries, 
cipher suites, encryption algorithms, key strength, key 
derivation methods, and transmission protocols used by all 
cryptographic elements to secure data at rest, in use, and in 
transit. 

COMPLYING WITH FIRSTNET & NIST STANDARDS

FirstNet requires FIPS 140-2 because it's part of the US Federal 
information processing standard. They require apps to come 
with FIPS 140-2 compliant VPN solutions, radio, transport and 
network core encryption, and advanced physical and logical 
security protocols to keep all traffic on the network protected.

Appdome’s offers a mobile security and solution platform that 
enables government agencies and vendors to add FIPS 140-2 
Cryptographic modules to any mobile app – instantly, without 
coding. In seconds, they can show that their mobile apps are 
compliant with the NIST and FirstNet's standards. The US Navy 
for example, uses Appdome to implement FIPS 140-2 to the 
MyNavyPortal mobile app. 

MOBILE DATA ENCRYPTION CHALLENGE

Mobile apps generate and take advantage of multi-dimensional 
pockets of data everywhere, including deep within the logic of 
the app and in external services and SDKs that write and 
retrieve data in their own way. On top of that there are dizzying 
number of potential combinations of encryption algorithms, 
Cipher suites, key derivation techniques and strengths to 
choose from. And each of which have very specific performance 
impacts that vary depending on the type of data being 
encrypted.

Further, mobile apps are built using different frameworks and 
third-party libraries, where the source code is not accessible. 
This is why encrypting data in Android and iOS apps using 
manual coding is so hard.

IMPLEMENTING FIPS 140-2 CRYPTO MODULES IN 
MOBILE APPS USING APPDOME

Using Appdome, you can implement FIPS 140-2 certified 
cryptographic algorithms in seconds, without any coding. With 
this option enabled, Appdome upgrades industry standard 
AES-256 Encryption to FIPS 140-2 Cryptography to protect 
mobile app data and network connections. Appdome enables 
developers or non-developers to implement data at rest, data in 
transit and data in use/in memory encryption in minutes, 
without any coding required.
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FIPS 140-2 ENCRYPTION

Build Mobile Apps with FIPS 140-2                                             

Cryptographic Modules Instantly, No 

Code or Coding Required



Implements FIPS 140-2 certified versions of the commercially available encryption libraries in all Android and iOS apps. 
With this option enabled, Appdome upgrades industry standard AES-256 Encryption to FIPS 140-2 Cryptography to 
protect mobile app data and network connections. Discrete blocks of data are encrypted and placed in a self-contained 
and segregated environment to isolate mobile app data from other resources. This prevents non-secure apps on the same 
device or different devices to decrypt and open this encrypted data. Appdome’s TOTALData™ Encryption makes use of 
FIPS 140-2 compliant RNG to generate unique IVs (Initial Vectors), and the AES-256 block-cipher.

Performs checksum validation to calculate a unique hash or fingerprint of binary data and assets and validates them 
at runtime. This prevents changes to the app, its resources, code, and configuration. Appdome’s Checksum 
validation computes and verifies only using FIPS 140-2 approved checksum algorithms (SHA-1, SHA-224, SHA-256, 
SHA-384, SHA-512, SHA-512/224and SHA-512/256). 

 

DATA AT REST 
ENCRYPTION

KEY COMPONENTS OF APPDOME'S FIPS 140-2 IMPLEMENTATION

Learn more about Appdome FIPS 140-2 Encryption at www.appdome.com or 
open a free Appdome account at fusion.appdome.com and start fusing!
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ABOUT APPDOME
Appdome changes the way people build mobile apps. Appdome’s industry defining no-code mobile solutions platform uses a patented, artificial-intelligence coding 
technology to power a self-serve, user-friendly service that anyone can use to build new security, authentication, access, enterprise mobility, mobile threat, 
analytics and more into any Android and iOS app instantly. There are over 25,000 unique combinations of mobile features, kits, vendors, standards, SDKs and APIs 
available on Appdome. Over 150+ leading financial, healthcare, government, and m-commerce providers use Appdome to consistently deliver richer and safer 
mobile experiences to millions of mobile end users, eliminating complex development and accelerating mobile app lifecycles.

*Yehuda et al. Method and a system for merging several binary executables. U.S. Patent 9,934,017 B2 filed November 15, 2015 and issued April 3, 2018.

Encrypts keys, shared secrets, tokens, user preferences (username, email, contact info and other PII). With FIPS 140-2 
enabled, Appdome uses FIPS 140-2 compliant RNG to generate unique IVs (Initial Vectors), and the AES-256 
block-cipher.

ENCRYPT SECRETS, 
PREFERENCES, 
STRINGS & 
RESOURCES 

ENCRYPTING MOBILE APP DATA

ENCRYPTING IN-APP CODE

Protects mobile app data as it is sent from the app to outside servers or other app users, including SSL certificate 
validation, certificate pinning (pinning trusted CAs), TLS version enforcement, use of strong RSA and ECC versions and 
SHA256 digest. 

Appdome’s Trusted session inspection uses FIPS 140-2 compliant certificate and certificate-chain verification methods 
(X509_verify_cert). In addition, only FIPS 140-2 compliant encryption and hash algorithms will be used in the TLS 
handshake. Appdome uses only FIPS 140-2 compliant cryptographic functions when establishing TLS connections. When 
used in Session Hardening mode, the outward facing connection will be established using FIPS 140-2 cryptographic 
functions, thus making all outgoing TLS connections FIPS 140-2 compliant.

DATA IN TRANSIT 
ENCRYPTION

Encrypts mobile app data stored in memory (aka in-use). Encrypting data in use is equally critical to protecting data at 
rest and data in transit -  because any app data first exists in memory before it is encrypted at rest or transmitted across a 
network, and as such data can be accessed by hackers.

DATA IN USE
ENCRYPTION

FIPS 140-2 IS PART OF APPDOME TOTALDATA ENCRYPTION

Appdome eliminates the need for a developer to design, build and maintain encryption inside mobile apps. FIPS 140-2 is an option 
inside Appdome’s TOTALData Encryption, which automatically encrypts all or selected mobile app data, regardless of how that data is 
generated or where it's stored and used by the app (at rest, in transit or in use). No code or coding is required. Customers have 
complete control over the encryption methods applied to each app. For organizations that require more control over the encryption 
model, Appdome offers advanced encryption management capabilities. Using Appdome, developers don’t need to be experts in 
encryption or security to implement FIPS 140-2 using Appdome.

-

 

XMLENCRYPT & 
APPCODE PACKER

XMLEncrypt™ encrypts all Java application strings and APPCode™ Packer hides and encrypts all Java code. This 
eliminates the component hijacking vulnerability in apps without impacting the app performance.

ENCRYPT SHARED 
LIBRARIES

Encrypts dynamic shared libraries, which contain native code stored inside an app package. For instance, if an attacker 
loads an Android app into a reversing tool, such as IDA or Hopper, Appdome ensures the attacker can’t access dynamic 
libraries even if they are extracted directly from app binary or device. Appdome’s Non-native code obfuscation makes 
use of FIPS 140-2 compliant RNG to generate unique IVs (Initial Vectors), and the AES-256 block-cipher.

CHECKSUM 
VALIDATION

Performs checksum validation to calculate a unique hash or fingerprint of binary data and assets and validates them at 
runtime. This prevents changes to the app, its resources, code, and configuration. Appdome’s Checksum validation 
computes and verifies only using FIPS 140-2 approved checksum algorithms (SHA-1, SHA-224, SHA-256, SHA-384, 
SHA-512, SHA-512/224 and SHA-512/256).


