
CUSTOMER OVERVIEW 

Mozzaz is a healthcare technology company with a 

presence in Canada and the United States.

Mozzaz Care is an app that delivers personalized 

support for individuals with complex care needs as part 

of their daily living and therapy programs. Through data 

collection and monitoring, Mozzaz Care keeps patients 

connected to their care team, and continuously tracks 

their progress. 

CHALLENGE

The main challenge for the Mozzaz mobile engineering 

team was to ensure that the Mozzaz Care app would 

comply with the strict security requirements of the 

Healthcare Industry – particularly when it comes to 

handling Patient Data (PII/PHI). 

Manually coding and maintaining all the security 

required for HIPAA compliance was both time and labor 

intensive and delayed production releases. 

SOLUTION

Mozzaz chose to protect the Mozzaz Care app with 

Appdome’s no-code All-in-One Mobile Security Suite. 

By far, the most important security feature is 

Appdome’s TOTALData™ Encryption since it ensures 

HIPAA compliance. It also is the foundation for 

Mozzaz’s longer term goal of ensuring that its apps 

become HITRUST certified.

BENEFITS

The Mozzaz development team enjoys the following 

benefits from Appdome:

Time saving. The team no longer has to worry about 

enhancing or maintaining the security features in the 

face of Android/iOS version updates.

Easy of Use. The Appdome security features are easy to 

configure.

E�ciency. Mozzaz has integrated Appdome in its 

Continuous Integration pipelines.

Patients and Healthcare staff enjoy this benefit:

Peace of Mind. No matter what happens to their device 

(whether it’s lost or stolen), the data stored by 

Mozzaz’s mobile application will not be accessible by 

anyone other than themselves.
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C U S TO M E R  C A S E  S T U DY

Mozzaz Corporation

Protecting the Patients and Healthcare Staff Who Rely

On the Mozzaz Care App for Better and Personalized Care

Being a small engineering team with an aggressive 

feature roadmap, any development time that we 

can save goes a long way. Appdome was attractive 

to us because it saved us from having to develop 

our own security measures (especially data- 

at-rest encryption) and become HIPAA compliant, 

all while we could focus on patient-facing features 

of our mobile apps.

Brewin Vaz - Director of Engineering, Mozzaz



ABOUT APPDOME

Appdome's mission is to protect the mobile economy and the people who use mobile apps in their lives and at work. Appdome’s industry defining no-code mobile 
security and solutions platform uses a patented, artificial-intelligence coding technology to power a self-serve, user-friendly service that anyone can use to build 
new mobile security, mobile threat, mobile fraud and enterprise authentication, access, UEM/MDM/MAM and more into any Android and iOS app instantly. There 
are over 25,000 unique combinations of mobile features, kits, vendors, standards, SDKs and APIs available on Appdome. Over 200+ leading financial, healthcare, 
government, and m-commerce providers use Appdome to consistently deliver richer and safer mobile experiences to millions of mobile end users, eliminating 
complex development and accelerating mobile app lifecycles.

ALL-IN-ONE MOBILE SECURITY SUITE 

Mozzaz secured the Mozzaz Care app in minutes with 

Appdome’s Mobile Security Suite.  Features include:

ONEShield™ App Hardening – Comprehensive mobile 

app shielding and hardening solution that prevents 

dynamic analysis, tampering, modifying, debugging or 

interfering with the app’s workflows as well as blocks 

emulators & simulators.

TOTALCode™ Obfuscation – Complete code obfuscating 

solution that prevents static analysis, obfuscates the 

entire binary, native code and non-native 

code/libraries, SDKs and frameworks in the app, 

protects control flows and strips debug information in 

the app.

TOTALData™ Encryption – AES-256 Encryption for all 

data stored by the mobile app, in the app sandbox, SD 

Card and file system, as well as encryption for app 

preferences, app secrets, XML and other strings, 

resources and DEX files.

OS Security Integrity – Prevents the app from running 

on rooted and jailbroken environments, root hiding, 

root and jailbreak tools, and hacking and cheat engines 

that rely on root and jailbreak.

MiTM Protection – Protects all mobile data in transit 

from network-based attacks with active 

man-in-the-middle detection and prevention, including 

forged certificates, malicious redirection or proxies as 

well as adds secure certificate pinning and client 

certificates (for bot prevention). Dozens of 

enforcement options are available.

Mobile Privacy and Data Loss Prevention – Protects 

mobile end users’ data and prevents data loss by 

preventing malicious keyloggers, restricting 

screensharing, screenshots and recording.

GUARANTEED OUTCOME AT A FIXED COST 

The Appdome solution is a zero-development, fixed cost 

solution, which offers developers and DevSecOps teams a 

guaranteed mobile security outcome. 

Mozzaz is enjoying the following benefits with Appdome:

• Securing the MozzazCare app with Appdome’s certified, 

secure solution for better and more personalized patient 

experiences.

• Protecting all patient‘s medical records and other personal 

health information everywhere that it’s stored in the app, 

as well as in memory, and in transit. 

• Preventing hackers from using debuggers, static and 

dynamic analysis and other forms of reverse engineering 

to learn how the Mozzaz Care app functions. 

• Securing the Mozzaz Care  app without impacting release 

cycles (Fast time to market) or increasing the mobile 

engineering budget (lowest budget impact).

• Enabling API Integration into Mozzaz’s build system to 

ensure that the apps are protected build-by-build, 

release-by-release.
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